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Care Association)
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Office: 416-325-4166/647-272-0018
email: corinne.berinsteinl @ontario.ca
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Session Agenda

1 Explain the basic concepts of Risk Management
1 Share the Ontario Public Service Risk Management Framework
1 BOH responsibilities

1 Q &A’s
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Risk Intelligence

“The organizational ability to think holistically
about risk and uncertainty, speak a common risk
language, and effectively use forward-looking risk
concepts and tools in making better decisions,
alleviating threats, capitalizing on opportunities,
and creating lasting value.”

Risk intelligence 1s essential to survival, success,
and relevance of organizations and stakeholders.
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\What.is.Risk?

Risk is the chance of something
happening that will have an impact on
the achievement of objectives.

Risk can represent an opportunity or a
threat to the achievement of objectives.
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More Risk Management Basics

Effective mitigation strategies/controls can reduce negative risks or increase
opportunities.

Residual risk (exposure) is the level of risk after evaluating the effectiveness of controls.
1 JAcceptance and action should be based on residual risk levels.

1 Can you live with the exposure?

1 Ifyes, accept it.

1 If no, take more action.

ACCEPTANCE
OR ACTION

RISK - CONTROL = EX_POSUBE
(Inherent risk) (residual risk)
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\What is Risk Management®?

Risk management is a systematic approach
to setting the best course of action under
uncertainty by identifying, assessing,
understanding, acting on, and
communicating risk issues.
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Why do Risk Management?

1 Helps the Board of Health (BoH) meet its strategic
and operational objectives. Improves outcomes and
the achievement of objectives.

1 Enables decision-makers to consider and forecast
risk and prioritize efforts more effectively.
Allows intelligent “informed” risk management.

1 Considers both opportunities and threats as part of
your risk assessment and allows you to mitigate

your threats and take advantage of opportunities.
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Why do Risk Management?

1 Is proactive.... not reactive. Helps you prepare for
risks before they happen by developing
appropriate risk mitigation and communication
strategies.

1 Fulfills “due diligence” accountability,
transparency and responsibility obligations.
................. Really comes down to simple good
management
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~ISK Vlanagement IS Critical In

ALL levels of decisions

UNCERTAINTY

Strategic Decisions

Decisions transferring
strategy into action

Decisions required for
implementation

The HM Treasury’s The Orange Book

https://www.gov.uk/government/uploads/syst
em/uploads/attachment data/file/2206
47/orange book.pdf

Decisions can be categorized into three types. The amount of risk varies with the type of
decisions. Most decisions are concerned with implementation.
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Roles and Responsibilities

« The Public Health Unit — implementing all steps of RM

« The Board of Health — oversight of RM

« The Ministry — sets standards and expectations through
OPHS, Organizational Standards and Accountability

Agreements
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A-Healthy Risk Culture is Key

NONT TELL
ANY BODY I
WAS HEBE ...
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Think globally...act locally

We need to understand and create a healthy risk
culture

What 1s a healthy risk culture?
How can we create and nurture 1t?
How can we destroy 1t?

How do we measure 1t?

Adyvice: talk about risk...put it on every
agenda!
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Risk Management Process

dentify &
Risks Report

Communicate, Learn & Improve
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INTEGRATED RISK MANAGEMENT QUICK REFERENCE GUIDE

The OPS risk management process

Step 1 Step 2 Step 3

Step 4

state =
Objectives

13 categories of risk

CESCRIPTION

Uncertainty regarding compliance with laws.
regulations, standards, policies, directives,
confracts; may expose the ministry to te nsk of
fines, penalties, libgation.

Uncerainty that policies, programs, senices wil
have an equitable impact on the population.

Continueous Learning

Step 1: State (or establish) objectives

e Define context and confirm objectives

= Risks must be assessed and priontized in relation to
the objective

= The more specific the objectives (specific goals, key
milesiones, deliverables and commitments) the
easier it is to assess potential risks

= Rizks can be assessed at any level, operational,
program, inifiative, unit, branch, health system

The chance that a future event will impact the
achievement of established objectives. Risks can

Controls/ mitigation strategies put in place by
management to minimize negative risks or

RISK
Step 3 Compliance/ Legal
Equity
Financial
FECINETNG
Governance /
Organizational
systems, ete.
Risk (uncertainty)

b= positive or negative.

Operational or
Service Delivery

Control / Mitigation Strategy

maximize opportunities.

Uncerainty of cbiaining, using. maintaining

SCONoImic resounces; mesting overall financial

budgetscommitments; preventing, detecting or
ng fraud.

Uncerainty of having appropoiate accountability
and controd mechanisms such a5 organizational
stnuchres and systems processes; systemic
msues, culture and values, organzational capacity,
commitrment, and keaming and management

Uncertainty regarding the aceess to or use of
accurate, complete, relevant and timely
nfoernation. Uncertainty regarding the reliability of
nioemation systems.

Uncerainty regarding the performance of actvities
designed bo camy out any of the functions of fe
mEnsinyunt, mcheding design and implementation

Uncerainty as 1o the ministny's’ business unit's
ablity to atract. develop and retain the taent
needed to mest is ohjectives.

Unceraniy of the evenis may anse fom or mmpact

Consequences
= |dentify the specific conseguences of
each rigk, if the risk in fact occurred
= Consider and quantify
consequences in relation to cost,
guality, fime, efc.

Cause/Source of Risk
= |nderstand the causelsource of
each risk
= Use a causefeffect diagram "

Step 2: ldentify risks & controls
Identify risks - What could go wrong?

Always use the 13 categories of risk

Examine trends and consider past nisk events

Oibiain information from similar organizations or projects
Brainstorm with colleagues andior stakeholders

Increase awarensss of new initiatives! agendas and regulations,
consider interdependencies

Document shori-term and long-temn consegquences for each risk
{consider interdependencies}

Identify existing controls — What do you already have in
place?

Preventative controls (address causes and source of nisk)
Comective | Recovery controls (focuses on reducing impsact afier
risk has ccours)

any fevel of the govemment including the Ofices
cf'lhe F'ren':erueruster 0. achange in

0o ment political priontes or direction.
I'IEEﬂEII‘Fl}'N =gards o he ﬁamng of
persenal information or data, including identity

| theft or unauthorized acoess.

Uincertainty refating to physical or legical access 1o
data and locations {ofices. warehouses, labs, i)

Uncertainty anound the expectabons of the public,
Stakeholder ! | other povemments, media or other stakehodders;

Public Perception | mantaning positve pubiic image; ensurng
satisfacton and support of parners.

Privacy

Url::le-ﬂ::lntg,.I that strategies and pofices will achewe
required resuits or that poiicies, directives,
guidelines, lzgislabon will not be able to adust as
| mecessary.
Uincertainty regarding abgnment of IT infrastmuciure
with technoiogy and business requirements.
Unzertainty of the availabiity and reliabity of
technobogy.

Strategic / Policy

Technology




IMPACT

RISK PRIORITIZATION MATRIX

Step J: Assess Risks & Controls

Assess inherent risks

= [nherent ikelihood — Without amy mitigation, how likely is this nsk to occur?

= [nherent impact — Without any mitigation, how big will be the impact of the risk on your objective?

= [nherent Risk Priontization - Rate inherent likelihood, impact and proximity of the risk.

= Risk Owner - [dentify the specific person accountabie if the rigk occurs. Involve Risk Owner if nof afready involved.

Assess existing controls

= Confrois - Evaluate the effectiveness of existing mitigation strategies.

= Control Owner - [dentify the person accountable for implementing specific confrol. Involve Control Cramer if not already
involved.

Reassess residual risks
= Residual ikelihood — With existing mitigation strategies in place, how likely is this nsk to occur?
Residual impact — With existing mitigation strategies in place, how big an impact will this risk have on your objective?

= Residual Rizsk Prioritization - Re-azsess the impact, likelihood and proximity of the risk with mitigation sirategies in place.
= Liza the ‘Risk Azsessment Worksheet' available through the Integrated Risk Management Team

LIKELIHOOD

Rating Scale
VALUE LIKEUHOOD IMPACT PROXIMITY SCALE
1 Unlikely to ocour Meglhgible Impact Mare than 36 months Very Low
2 May ooour cocasionally Minor impact on fime, cost or quality 12 to 24 months Low
3 I5 as fikely as not to occur Motable impact on time, cost or quality fi to 12 months Medium
4 I5 ikely to oocur Substantial impact on time, cost or quality Less than G months High
5 I5 almost cerain to oocur Threatens the success of the project Meorw Very High

Step 4: Plan & Take Action

« Foreach of the 13 risk categories establish rizk appetite and "

tolerances with senior management.

Key Risk Indicators (KRI)
= [ egaing Indicators - Early or leading indicators
that measure sources or causes to help prevent

Step 3: Monitor & Report
Enzure processes are in place to
review risk [evels and the effectiveness

Aasess exisfing mitigation strateqgies have reduced the risk rating of mitigation strategies rish OLCUMENCEs :

{Impact x Likelihood) so that the risk is below approved risk tolerance I T = Lagging Indicators - Detection and performance
levels. = Monitor and report by asking: indicators that help monitor resks as they ocour
Evaluate whether further mitigation strategies are needed. »  Have risks changed? How?

Develop SMART (Specific, Measurable, Achievable, Realisic, Time- s Are there new risks? Asssss them. Bk Y aliisngg

specific) actions that will ether reduce the likeihood of the risks or » Do you need to repert or escalate = The amount of risk that the enfity can o
A e e o risks? To whom? When? How? the area being assessed.

Develop detailed action plans with timelines, responsibilities and » The Integrated Rizk Management Team Risk Appetite

outline delivenes. can help you establish monitoring = The amount of risk that the entity is willing to

Use the "Action Plan Worksheet' availabie through the Integraied Risk prOCEsses manage for the area being |

Management Team.




Risk Reporting & Communication

Action and Level of Involvement Required

A

Risk Level —
Determine Urgency

Leadership within PHU

Board

MOHLTC and other
external parties

1 Risk mitigation and monitoring required —
determine ownership and approve action plan

1 Assess exposure and likely effectiveness of
mitigation (consider timing and impact)
1 Inform the board and others as per protocol

1 Develop a communication strategy if
appropriate

1 Risk mitigation required —
determine ownership and
approval

1 Discuss with Chief

Executive Officer and
Board of Directors

1 Inform ministry
immediately

1 To be reported as per
agreements between
parties.

Medium Risk

(Mitigate, Escalate
and Report)

1 Risk mitigation and monitoring MAY be
required — determine ownership and approve
action plan

1 Assess exposure and likely effectiveness of
mitigation (consider timing)

1 Inform the board and others as per protocol
1 Develop a communication strategy if
appropriate

1 Management mitigation
and ongoing monitoring
required

1 Inform ministry in regular
reporting

1 To be reported as per
agreements between
parties.

Dy
> > .
zﬁ’ Ontario

1 Accept and monitor
1 Manage by routine procedures
1 Inform the board as per protocol

1 Accept and monitor

1 Inform ministry in regular
reporting

1 To be reported as per
agreements between
parties.

Ontarieo Internal Audit Division
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Board responsibilities :

Approval of RM policy and framework

1 Ensure the BOH and staff have the capacity to
Implement RM

1 Ensure that all significant risks facing the PHU are
identified and appropriate mitigation strategies are

being proposed.

1 Ensure that the BOH has adequate input into risk
discussions.

1 Ensure that BOH has adequate information to
monitor progress of implementation and
effectiveness of mitigation strategies.
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In summary . . .

1 Risk is uncertainty

1 Risk includes both threats and opportunities to our objectives

1 Risk is everywhere - and we are already managing risk

1 Risk can be shaped and transformed, but not totally eliminated

1 Risk Management is a systematic approach for dealing with uncertainty
1 Risk Management is useful at home and on the job

1 Risk Management is a key component in good management

1 Everyone has a responsibility to manage risk.
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QUESTIONS?
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